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Policy

The Gilpin Demolition Group of Companies (GDG, SGDL, GEL, GSM) obtains and processes person-identifiable
information for a variety of different purposes, including but not limited to:

e Staff records and administrative records

e Matters relating to the prevention, detection and investigation of fraud and corruption in the Gilpin Group.
e Complaints and requests for information.

Such information may be kept in either computer or manual records. In processing such personal data the
Gilpin Group will comply with the data protection principles within the Data Protection Act 2018 and working
toward the incoming UK-GDPR 2020.

Data protection responsibilities
Overall responsibilities

The Gilpin Group Directors, collectively known as the ‘data controllers’ permit the organisation’s staff to use
computers and relevant filing systems (manual records/ training records) in connection with their duties. The
Gilpin Group Directors have legal responsibility for the notification process and compliance of the Data
Protection Act 2018.

The Gilpin Group Directors, whilst retaining their legal responsibilities have delegated data protection
compliance to the Data Protection Officer’s (Andy Beech/Jon Walker).

Data Protection Officer’s (DPO) responsibilities

2.4.1 The Data Protection Officer’s responsibilities include:

e Ensuring that the policy is produced and kept up to date

e Ensuring that the appropriate practice and procedures are adopted and followed by the Gilpin Group.

e Provide advice and support to the Directors on data protection issues within the organisation.

e The wider Gilpin Group to help set the standard of data protection training for staff.

e Ensure data protection notifications with the Information Commissioner’s Office are reviewed, maintained
and renewed annually for all use of person-identifiable information.

e Ensure compliance with individual rights, including subject access requests.

e Act as a central point of contact on data protection issues within the organisation.

e Implement an effective framework for the management of data protection.

Line managers’ responsibilities

2.5.1 All line managers across the organisation’s business units are directly responsible for:

e Ensuring their staff are made aware of this policy and any notices.

e Ensuring their staff are aware of their data protection responsibilities.
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e Ensuring their staff receive suitable data protection training.
2.6 General responsibilities

2.6.1 All Gilpin Group employees, including temporary and contract staff are subject to compliance with this
policy. Under the GDPR, individuals can be held personally liable for data protection breaches.

2.6.2 All Gilpin Group employees have a responsibility to inform their Department Leads and the Data
Protection Officer of any new use of personal data, as soon as reasonably practicable after it has been
identified.

2.6.3 All Gilpin Group employees will, on receipt of a request from an individual for information held, known
as a subject access request or concerns about the processing of personal information, immediately
notify the Data Protection Officers.

2.6.4 Employees must follow the subject access request procedure.

3.0 Monitoring

3.1 Compliance with this policy will be monitored by the Finance and Commercial team, together with internal
audit reviews where necessary.

3.2 The Commercial Director is responsible for the monitoring, revision and updating of this policy document on
an annual basis or sooner, should the need arise.

4.0 Validity of this policy

4.1 This policy will be reviewed at least annually under the authority of the Gilpin Group Directors. Associated data
protection standards will be subject to an ongoing development and review programme.

Sam Gilpin
Managing Director
Gilpin Demolition Group Ltd
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Appendix A - Data Protection Act 2018 - Data protection seven principles:

Personal data shall be processed fairly and lawfully with transparency.

Personal data shall be obtained for one or more specified and lawful purposes and shall not be further
processed in any manner incompatible with that purpose or those purposes.

Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for
which they are processed. Personal data shall be accurate and, where necessary, kept up to date.
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for
that purpose or those purposes.

Personal data shall be processed in accordance with the rights of data subjects under this Act.
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful
processing of personal data and against accidental loss or destruction of, or damage to, personal data.
Personal data shall not be transferred to a country or territory outside the European Economic Area
unless that country or territory ensures an adequate level of protection for the rights and freedoms of
data subjects in relation to the processing of personal data.

Appendix B — Summary of relevant legislation and guidance

1.0 General Data Protection Regulations (GDPR to UK-GDPR)

A legal basis must be identified and documented before personal data can be processed. ‘Controllers’ and
‘Processors’ will be required to document decisions and maintain records of processing activities.

2.0 Human Rights Act 2018

This Act binds public and private organisations to respect and protect an individual’s human rights. This will include
an individual’s right to privacy (under Article 8) and a service user’s right to expect confidentiality of their
information at all times.

2.1

2.2

Article 8 of the Act; provides that “everyone has the right to respect for his private and family life, his home
and his correspondence”. However, this article also states, “there shall be no interference by a public
authority with the exercise of this right except as is in accordance with the law and is necessary in a democratic
society in the interests of national security, public safety, or the economic well-being of the country, for the
prevention or disorder or crime, for the protection of health or morals, or for the protection of the rights and
freedoms of others”.

Each organisation must act in a way consistent with these requirements. It must take an individual’s rights
into account when sharing personal information about them.

3.0 Freedom of Information Act 2000

This Act gives individuals rights of access to information held by all organisations.

4.0 Regulation of Investigatory Powers Act 2000

This Act combines rules relating to access to protected electronic information as well as revising the “Interception
of Communications Act 1985”. The aim of the Act was to modernise the legal regulation of interception of
communications, in the light of the Human Rights laws and rapidly changing technology.
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5.0 The Computer Misuse Act 1990

This Act makes it a criminal offence to access any part of a computer system, programs and/or data that a user is
not entitled to access. Gilpin Group issues each employee with an individual user id and password which will only
be known to the individual and must not be divulged to other staff. This is to protect the employee from the
likelihood of their inadvertently contravening this Act.

5.1 The Gilpin Group will adhere to the requirements of the Computer Misuse Act 1990, by ensuring that its staff
are aware of their responsibilities regarding the misuse of computers for fraudulent activities or other
personal gain. Any member of staff found to have contravened this Act will be considered to have committed
a disciplinary offence and be dealt with accordingly.

6.0 The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000
This Act allows employers to intercept and record communications in certain prescribed circumstances for

legitimate monitoring, without obtaining the consent of the parties to the communication. Information Security
Management: GDG Security Manual
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